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EU Supra National Risk Assessment and 4MLD
@ Article 7(2) of 4MLD

Each Member State shall take appropriate steps to "~ |

identify, assess, understand and mitigate the risks of R PP ———_—

money laundering and terrorist financing affecting it, as DIRECTIVES

well as any data protection concerns in that regard. It R

shall keep that risk assessment up to date. oo coonsgerron SRR R
@ Regulation 7(2) of the National Coordinator for Anti- messmer st e

Money Laundering and Combatting Terrorist T

Financing Regulations 2016 At ke

In carrying out the review and report he must take Bl e e e

account of the risk assessment produced by the ..

1) Flows of il momundurp‘h‘wg uk\nlmwumm“ilhm&’xu&mm‘lml
M derty i d

European Commission, under Article 6(2) of the
Directive, dealing with the risks of money laundering
and terrorist financing affecting the internal market of
the European Union and relating to cross-border

activities, once such risk assessment is available. EN “““”“f"“““”“:“”‘“"

Y]
-n 1 ot of 11 March 2 ot et publshed i the Official Jourral) & a;m—.w of the Councd  first
published = wori. journall, Posision of the European Partiament of 20 May 2015 imet yet
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Development of the 2018 NRA
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. . COMMISSION National Coerdinator for
Minister for Jl._lstlc_e Anti-Money Laundering and
The Hon. G. Licudi Terrorist Financing
Minister with Responsibility Brussels. 36.6.2017
for Financial Services sses, 20.6.20. 7
The Hon. A. Isola COM(2017) 340 final

REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND
THE COUNCIL

on the assessment of the risks of money laundering and terrorist financing affecting the
internal market and relating to cross-horder activities

(SWDQ017) 241 foal) 2018 National Risk Assessment

Money Laundering and Terrorist Financing Risks

National Risk Assessment

Threats, Vulnerabilities and Risks facing Gibraltar in a

Money Laundering and Terrorist Financing Context
November 2015

14 September 2018
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Private Sector Involvement

® Early consultation with GFCC Associations

and members as to

* possible additional risks and Gib Specific 2018 National Risk Assessment
mitigation measures

e 15t Draft consultation on Gib version of NRA
e 2"d Draft consultation

» 37 Consultation prior to release
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Key changes —TF and well as ML Risks

Anti-Money Laundering and

® 2016 NRA only covered ML risks

 Separate confidential TF assessments existed for

Jurisdiction
2018 National Risk Assessment
N P O S e Cto r Money Laundering and Terror| ist Financing Risks
® 2018 NRA

e TF and ML threat & vulnerability scored
separately and combined

e 55 Different risks

e Combined 2016 NRA Risks, EUSNRA Risks and
new Risks
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2017 STR Data

Number of STRs in 2017
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Industry

‘ 

TF only
= ML only
M Proceeds of crime
M Insider trading and market manipulation
W Forgery
Extortion
Tax crimes
m Smuggling
Robbery/theft
H Fraud
® Corruption/bribery
Arms trafficking
B Drug trafficking
B Sexual exploitation
= Human trafficking

m Terrorism
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Top Risks
1.  E-money 9.
>. Conversion of funds 10.

Creation of legal entities and

legal arrangements 11.

Retail financial sector-

Deposits on accounts 12.

Virtual currencies

Transfers of funds

Cash intensive business 13.

Investment real estate

Payment services

Private banking-Deposits on
accounts

Proximity to Organised
Crime

Legal service from notaries
and other independent legal
professionals

Sanctions

A%2 HM Government
%% ¥ of Gibraltar

National Coordinator for
Anti-Money Laundering and
Terrorist Financing

2018 National Risk Assessment

Money Laundering and Terrorist Financing Risks

14 September 2018
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Total Risk Score
Risk Name

ML Risk Assessment
Threat Description

TF Risk Assessment (s fnn

Threat Scor

Vulnerab

Vuln. Score

by

ng Risk Assessment

5 use characteristics and features of some of new payment methods "directly”™ using
ruly anonymous products (i.e. without any customer identification) or “indirectly” by abusing non-
anonymeous products (i.e. dreumvention of verification measures by using fake or stolen identities,
oF using straw men or nominees etc.] Perpetrators can load multiple cards under the anonymaous
prepaid card model. This multiple reloading could lead to substantial values which can then be
carried out abroad with limited traceability.

Gibraltar Assessment

Pre-paid debit and or eredit cards are a form of e-money. There are five e-money/card issuers
operating from Gibraltar at present and these are seen as presenting growth opportunities for the
finanmce sector. Part of the attractiveness of e-money products is to facilitate access to the financial
market to those excluded from mainstream banking services, those of low income, children and
those who want 1o make use of on-line services who might otherwise not have an established bank
account etc. It also has the advantage of reducing cash handling costs and the holding of cashin a
saciety.

Cards may typically be acquired at retail outlets and could be bought for a cash equivalent in
exchange for a "load” or e-money value of the same amount. However, anonymous ‘cash loading” is
extremely restricted by EU law that also applies in Gibraltar.

Some of these lower value cards can be bought anonymaously or without the production of any due
diligence and id verification requirements that would normally be found in the opening of a bank

Wﬂ" G the reat related to e-money shows that the use of e-money can be
akieen®TTy attractive for terrorist groups, as it allows funds to be moved easily and anonymously
lin particular with prepaid cards instead of bulk of cash). In practice, e-money is rather easy to
access and does not require specific expertise or planning. This is even more the case for non-
account based e-money products. As far as the use for TF purposes is concerned, LEAs have
gathered evidence that e-money loaded onto prepaid cards has been used to finance terrorist
activities, in particular to assist the terrorists in committing their actions (hotel or car rentals).
However, the level of TF threat presented by e-money shall be assessed proportionally to the level
of threat represented by cash which constitutes a more competitive and more attractive tool
because it is easier to access than e-money. In that sense, cash is still the preferred option to
finance travels to war zones. At the same time, e-money loaded onto prepaid cards may be seen by
terrorist groups as more secure as it allows more discrete payments than cash. They may also see
this option as more attractive when cash transactions are not an available option (e.g. onlineg
transactions, online purchases).

4

This sector is particularly appealing given the high level of cash transactions and the use of pre-paid
and/or anonymous cards. The risk exposure within this area is heightened given the significant
wvolumes of products and services which facilitate speedy or anonymous transactions and the
significant velume of higher risk customers.

The industry, however, has a sound awareness of the risks posed and in general, implements
adequate measures and procedures to manage/mitigate the risks posed.

Money Launde

14

iThreat Scor

Wulnerab

Wuln. Score

3

There are fi oney/card issuers operating from Gibraltar at present and these are seen as

g growth opportunities for the finance sector. Part of the attractiveness of e-maoney
products is to facilitate access to the financial market to those excluded from mainstream banking
services, those of low income, children and those who want to make use of on-line services who
might otherwise not have an established bank account. It also has the advantage of reducing cash
handling costs and the holding of cash in a society. Cards may typically be acquired at retail outlets
and could be bought for a cash eguivalent in exchange for a "load" or e-money value of the same
amaunt. Some of these lower value cards can be bought anonymaously or without the production of
any due diligence and identity verification requirements that would normally be found in the
apening of a bank account, for example. However, anonymous ‘cash loading” is extremely restricted
by EU law that also applies in Gibraltar.

Additionally, this is an area which is often exploited for unauthorised activity purposes which
increases the ML risk further.

4

In eriminal activity it is not uncommen for payments to be effected across borders.

Payment for these transactions used to entail the physical transportation of cash from one to the
other but can also be carried out using these cards, in lieu of cash. Once the card has been loaded
the holder is able

to integrate these funds into the financial system through the use of the credit cards to purchase
goods and services in a manner which does not identify him as the purchaser. However, the
severe restrictions on anonymous cash loading do make significant amounts of activity highly
cumbersome. Where prepaid cards do require COD the sophistication of service providers
technology allows for rapid responses to reguests for evidence from other jurisdictions. This ability
to rapidly assist LEA's make the use of this type of product less attractive than cash.

The E-money industry is attractive given the use of anonymous cards and potential opacity in
tracing the origin of the funds loaded. Howewer, in Gibraltar, there are restrictions on anonymaous

‘cash loading’ which make significant amounts of activity highly cumbersome.

The industry, howewver, has a sound awareness of the risks posed and in general, implements

adequate measures and procedures to manage/mitigate the risks posed.
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What you need to do with the published NRA

Risk assessment.

POCA 25A.(1) Subject to subsection (4), a relevant financial
business must take appropriate steps to identify and assess the
risks of money laundering and terrorist financing, taking into
account risk factors including those relating to their customers,
countries or geographic areas, products, services, transactions or
delivery channels, and any information that is made available to
the relevant financial business pursuant to the National
Coordinator for Anti-Money Laundering and Combatting Terrorist
Financing Regulations 2016.



“ % HM Government
wae of Gibraltar

Section 25 of POCA

Policies and procedures.

26.(2) A relevant financial business must establish and
maintain appropriate and risk-sensitive policies, controls and
procedures, proportionate to its nature and size, relating to—

(e) risk assessment and management;
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Profecting the reputation of
Gibraltar’s Finance Centre

Welcome to the
Gibraltar Financial Intelligence Unit

The Gibraltar Financial Intelligence Unit (GFIU) was established in January 1996 to facilitate the receipt, analysis and dissemination of suspicious
transaction reports or suspicious activity reports (STRs/ SARs) made by financial and other institutions in accordance with the Drug Trafficking Act
1995, Terrorism Act 2005, Gambling Act 2005 and Proceeds of Crime Act 2015. It is currently staffed by officers from the Royal Gibraltar Police, HM
Customs and the Civil Service. The GFIU functions in accordance with the Financial Action Task Force (FATF) Recommendations and Standards and is

evaluated by the Council of Europe Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism
(MONEYVAL).
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